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Introduction to DHS S&T

https://www.dhs.gov/medialibrary/assets/videos/36283

AT SEA: ON LAND: IN THE AIR: IN CYBERSPACE:
Patrols 95,000 miles Processes Screens 2.4 million Examines
of coastline 868,000 people people and 5.5 17 terabytes of
entering the U.S. million carry-on items digital content

Science advisor to the Secretary and the research and development arm for DHS.
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https://www.dhs.gov/medialibrary/assets/videos/36283

Quantum Information Sciences / Quantum

Computing at DHS S&T

* Quantum Computing
« Simulation
* Annealing
* Machine Learning
 Algorithms / Search

e Factorization

* Quantum Sensing

* Quantum Networking /
Communications
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Technologies —

https://www.alumni.ox.ac.uk/quad/article/quantum-computing-oxford

Credit: Pete Shadbolt & Jeremy O'Brien



https://www.alumni.ox.ac.uk/quad/article/quantum-computing-oxford

Operational Needs Categories
Maintain Cybersecurity Against Malicious Threats

- - Ensure Maritime Security in Polar Regions
Exe c u t I Ve I n fo g ra p h I c Prioritize and Investigate Child Exploitation Materials

Use cases

U N CI ass |f | ed U se C ases O N Iy Screen Passengers and Accessible Property at Airport Security Checkpoints o Z(f)e/ s

Safeguard Borders and Ports Against Intrusion

‘3 k= -_ED (20) Precision timing for navigation (6) Post/Quantum

U . : . Cryptography

o= (3) Quantum Diamond Microscope —

g‘ g A sensing HW trojans in chips

< 3 8 (19) Coast Guard HF optimization

g § 2, sensing/receiving comms

a"g i % (21) PNT enhancement using atomic clocks

g § & (22) Navigation in GPS denied areas

_g E” % (17) Schedule optimization

= g5

'g 'fg . (18) Simulate new materials (e.g., Coast Guard cutters)

2 o |(5)Database searches

A © (17) Optimization
Quantum Computing, Quantum Annealing Quantum Sensing Conventional
gate-based solution to update

Quantum Technology Crypto
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Quantum Computing:

Technology Advancement vs Mission Value

Quantum problems
solved with
guantum solutions

Transformative innovation value
'Fault-tolerant

"~ quantum
computation

Quantum advantage over classical

Some very narrow use cases il - _ \ _
Y Algorithms on multiple logical qubit

Enable staff to think differently Operations on single logical qubits

"Quantum error correction and control
Algorithms on multiple physical qubits

Operations on single physical qubits
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|dentifying useful problems / Problem dependent advantage — Still unclear how
problem-dependent quantum speedup will be

Reducing noise - Processors are getting larger, but noise continues to pose
challenges for observing definitive quantum advantage

Error correction
* Processor size — Systems are currently too small to solve classically intractable problems
» Repeatability and Stability - devices are not stable; difficult to reproduce even classically
solvable results

Scaling components - current size to power ratio is not sustainable. Improvements
must be made in miniaturizing and scaling components.

Connectivity - extra challenges, such as supercooled cable or a complex network of
lasers
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And look for metrics to computize these things.



Engage with us:

' scitech.dhs.gov

@ SandT.Innovation@hq.dhs.gov

ODOOOO e

STQuantum@hqg.dhs.gov
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https://www.dhs.gov/science-and-technology
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Quantum Volume of Modern Systems vs Required Metrics

for Implementation of Important Quantum Algorithms

10"

Grover's Algorithm for AES 10°
Grover's Algorithm for Machine Learning uta_
Shor's Algorithm 10° ED
=
Fault-Tolerant Quantum Computational Chemistry 10 g
One Logical Qubit f:::
c
3 3
Existing hardware 10 o

Approximate 101
NISQ era

2015 2020 2025 2030 2035 2040 2045 205()

Year ;
\!_gr Science an
U Technology



Improvements are Needed in Both Size and Precision to

Enable Useful Applications of Quantum Computers
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