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CYBERSECURITY

In today's VUCA world (Volatility, Uncertainty, Complexity, Ambiguity),
cybersecurity is essential for states, citizens, and companies.




CYBERSECURITY - The Most Important Business risk

Allianz ()

The most important business risks in 2024: global

Allianz Risk Barometer 2024

Figures represent how often a risk was selected as a percentage of all survey responses from 3,069 respondents. All respondents could select up to

three risks per industry, which is why the figures do not add up to 100%.

Cyber incidents

Business interruption

Natural catastrophes

Changes in legislation and regulation

Macroeconomic developments

Fire, explosion

Climate change

Political risks and violence

Market developments

Shortage of skilled workforce
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Source : Allianz Risk Barometer 2024
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Investing now can save
millions

USD 4.45 51%
m i llion 51% of organizations are

planning to increase security
investments as a result of a

The global average cost of a

data breach in 2023 was USD

breach, including incident
response (IR) planning and
4.45 million, a 15% increase

testing, employee training,
over 3 years. and threat detection and
response tools.

Source : IBM Security Report 2023
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USD 1.76
million

The average savings for
organizations that use
security Al and automation
extensively is USD 1.76
million compared to
organizations that don't.



PROJECT OBJECTIVE

Quantum and
Quantum
Inspired

Allianz, an insurance company, recognizes the importance of cybersecurity computing

and is leveraging Al to prevent cyber threats. As part of this effort, they are

exploring the potential benefits of quantum algorithms in improving

cybersecurity threat detection.

Machine
learning

Cyber-
security

AQACYB

Develop a product for threats detection in cybersecurity. Based
on an Al model leveraging quantum and MULTIVERSE quantum-
inspired algorithms applied in IQM QPU.
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Allianz ()
Global player and European leader in insurance

I & M France

Pan-European leader in the construction of quantum computers

== MULTIVERSE

European leader in the development of quantum and quantum-inspired software



RELATED WORKS

Despite project time lag, AQACYB partners have been involved in other cyber projects
e.g. Allianz and LMU explored unsupervised anomaly detection with quantum Boltzmann machines.

e EDR inspired synthetic dataset.
e Quantum Annealing based implementation.

e

Results: QBMs can outperform classical models j‘giy;ff.

(training steps and result quality). = | . s

Still not achieved with current QPUs. . O

Gate based implementation
1. Same QBM not feasible with limited number of qubits. Visible  Hidden
2. Different generative model to compare results on same fayer fayer
dataset.




RELATED WORKS

Despite project time lag, AQACYB partners have been involved in other cyber projects
e.g. Multiverse has developed solution with quantum-inspired solutions (TN) and Qboost.

Tensor Networks for Explainable Machine Learning in Cybersecurity
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! Multiverse Computing, Paseo de Miramén 170, E-20014 San Sebastidn, Spain MULTIVERSE
2Department of Basic Sciences, Tecnun - University of Navarra, E-20018 San Sebastidn, Spain e
3 Multiverse Computing, Spadina Ave., Toronto, ON M5T 2C2, Canada
4 Donostia Int~m~+i~m~1 Dhoninn Mawbnn Do Moo 1 dn Towdinalial 1 T ONN1Q Qame Qolinbiden Conin
5Tke
F1 Metric vs Classifiers for 3 Different Datasets

In this p

P p—
algorithms .
States (MP
Our investi
GANs in te -
naturally f ‘
tual inforn
unpreceder o
rationale b - I | | I
/ /7 e 4 4 d & g
# A P’}‘ &“f f‘; fj y"

< S

&

Clasaber



TIMELINE OVERVIEW

WORK PLAN

Lot O : Project management

Lot 1: Problem definition

Lot 2 : PoC of quantum algorithm in a simple case
Lot 3 : Implementation of PoC in IQM 20-qubits QPU
Lot 4 : Large scale implementation in IQM QPU

Lot 5 : Challenges and perspectives

2023

Jun | Jul | Aug | sep | Oct | Nov | Dec | Jan | Feb | Mar | Apr |

MAJOR SHIFT :
“paperwork issue”
S

Use-case selection

IQM 20 qubits available

Model working

[May | Jun | Jul | Aug | Sep | Oct | Nov | Dec Jan | Feb | Mar

Lot O
Coordination
planification of the
project

~_

All project long

Lot 1
Analysis, definition
land selection of use
cases. Literature

review, data
preparation and

algorithm selection

~_

2 months

Lot 2

Development of
selected algorithms.
Adaptation to IQM

hardware (co-
design). Use of IQM

simulator

~_

6 months

Lot 3
Implementation in
IQM 20-qubits QPU.,
Reduced dataset
comparison and full
scale analysis

~_

5 months

Lot 4

Full scale
implementation in
IQM machine.
Benchmarks against
Allianz current
solution.

~_

8 months

Lot 5

Bottlenecks
identification.
Deployment and
integration analysis.

~_

1month



NEXT STEP

Allianz red team is building a specific dataset

Accordingly envisaged approaches, quantum machine learning models, will highly depend on the problem type
unsupervised vs supervised, the data quality and the different attributes of the dataset (imbalance, size, etc.) :

Classical (Benchmarking) Quantum and Quantum-Inspired

Supervised Random Forest & Boosting methods. QBoost, quantum neural networks, VQA, etc
Additionally, fully connected neural networks

(FCNN) and convolutional neural networks
(CNN)..

Unsupervised DBSCAN, SVM, Variational Autoencoders, TN-based GM
Isolation Forest, GAN.

— Approach will depend also on what we can do with the IQM QPU, the IQM simulator and the superconducting
quantum circuits (e.g. adaptation of Allianz & LMU work on IQM QPU).
— The exploration of highly innovative approaches could also potentially surpass the methods described above.








